
CREDANT Confidential.  1

Helping Customers Protect What Matters



In a Threatened Business World…

• Regulations 
Sarbanes-Oxley, HIPAA, GLB, HB-
1197, Privacy regulations, OMB

• Negligence
Misplaced, lost, stolen devices

• Sabotage, Attack
Uncooperative employees, Uncooperative employees, 
competitors, hackers

• Corruption
Misuse of corporate information; 
lack of controls

• Terrorism
Destruction of physical and 
electronic assets 



#5.  STAY OUT OF THE HEADLINES

Top Customer Needs #5 
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UK's families put 

on fraud alert



#4.  DATA BREACHES ARE COSTLY

Top Customer Needs #4

Company Accounts Cost of Breach

• HB1197, HIPAA, Gramm-Leach, PCI, SOX…
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Gartner estimates:
$90 per account in direct charges: legal 

expenses, professional fees; customer 
notification; embedded costs of cleanup 

and recovery, systems
– Gartner G00131331 9.28.05

Company Accounts 
Impacted

Cost of Breach

GMAC 200k $18,000,000

UC Berkeley 100k $9,000,000

San Jose Medical 110k $9,900,000

Boeing 382k $34,000,000

ING 13k $1,100,000

Fidelity 196k $17,000,000

Firstrust Bank 100k $9,000,000



Top Customer Needs #3

User
Employee Contractor Affiliate

#3. MAKE SURE YOU’VE GOT ALL BASES COVERED.

Location

Device

Office

DATA

Airport Anywhere



Top Customer Needs #2

#2.  MAKE SURE YOUR ENDPOINT ENCRYPTION 
INTEROPERATES WITH EVERYTHING ELSE YOU’VE GOT.

Wake-on-lanPatch management

Back-up

Virtualization Recovery

AV & IDS

Deployment &  
Management

Forensics

CREDANT

Network

Single Sign-on

Storage



Top Customer Needs #1

#1. SECURITY & COMPLIANCE DOES NOT ALWAYS HAVE 
TO BE COSTLY AND PAINFUL!

• Transparent to end users.

• Minimum impact on IT processes.• Minimum impact on IT processes.

• Ease of deployment and management.

"Defying conventional wisdom, CREDANT has improved its policy-centric product 
offerings with file-tracking features that deliver comprehensive protection but still do 
not require the radical change in configuration and  support procedures that 
full-disk products need. "

Gartner – April 2007



Indiana HB-1197 and State PII Laws

• 40 states have breach notification laws enforced
• Requires timely disclosure if customer information exposed 
• Breach can occur on (smartphones, PDAs, notebooks, usb, paper)• Breach can occur on (smartphones, PDAs, notebooks, usb, paper)
• Failure to comply can result in a lawsuit + civil penalties up to 

$150,000.
• Exempt from breach notification & fines if:

all personal information was encrypted
the encryption key has not been compromised, disclosed or found in the 
possession of someone without authorization

• Credant proves data was protected and requirements were met!



Addressing Today’s Challenges 

Avoid becoming the “next headline” 
• Eliminate need to report lost or stolen mobile devi ce by 

ensuring all personally identifiable data (PII) and  financial 
data is controlled and secured

Prove a lost or stolen mobile device was encrypted to meet 
compliance regulations

• It doesn't matter what you think is protected...
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It's more than just encrypting 'bits on disks'! 

• It doesn't matter what you think is protected...
…but what you can prove is protected

Minimize impact of new security requirements on the 
organization; no compromising the

• End-user business processes, or 
• IT operational processes



Complete Data Lifecycle Protection

Detect

Encrypt and Enforce

Detect

Encrypt &
Enforce

Operate &

Reduce
Risk

Ensure
Operational

Gain
Workforce
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Manage and Audit

Operate and Support

Enforce

Manage &
Audit

Operate &
Support Operational

Efficiency
Workforce

Productivity

An integrated and intelligent security platform for data encryption 
on all endpoints and media in the complete security lifecycle



Enterprise Needs Today!

Manage external and internal threats without 
sacrificing security, operational efficiency, 
and user experience

• Lowest Total Cost of Ownership
� Transparent to End-Users
� Minimal Impact on IT

• Protect data on all end points
• Credant prevents data breaches

11

• Credant prevents data breaches
• Audit and report to prove compliance

Single, integrated centrally-managed 
solution to control and protect all data on all 
endpoints

• From desktops to laptops, pdas to 
smartphones, iPods, USB sticks and external 
media



CREDANT DNA Is Endpoint Data Protection

Founded — September 17, 2001
CREDANT solutions provide positive proof that the 
data on every end-point device is protected, without 
negatively impacting end-user or operational processes

Financial and Strategic Investors
Austin Ventures, Menlo Ventures & Crescendo Ventures

Cisco Systems & Intel

Product — CREDANT Mobile Guardian (CMG) ���������	
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Product — CREDANT Mobile Guardian (CMG)
Pioneered Industry’s first integrated, centrally managed 
solution to control security for laptops, desktop, tablets, 
smart-phones, PDA’s and removable media along  with 
the most comprehensive compliance reporting

Accomplishments
> 700 customers on 4 continents
> 7 M licenses sold
27% of  Fortune 100 customers
90%+ customer satisfaction
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Thank You
Kevin Burchett   
kburchett@credant.com


